11 ECS
[ ]

l l W o

YOUR IT SOLUTION

HIPAA Compliance Guide

Complete Healthcare IT Compliance Handbook for Medical Practices

Version 2.0 | December 2024

Executive Summary

This comprehensive guide provides healthcare organizations with actionable steps to achieve and
maintain HIPAA compliance. Developed by ITECS, a leading healthcare IT provider since 2002, this
guide reflects current regulations including the HIPAA Security Rule, HITECH Act amendments, and
recent OCR enforcement guidance.

Who Should Use This Guide: Healthcare providers, practice administrators, compliance officers, IT
managers, and business associates handling protected health information (PHI).
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1. Understanding HIPAA Requirements

Who Must Comply with HIPAA?

HIPAA regulations apply to two primary categories of organizations:

Covered Entities

o Healthcare Providers: Hospitals, physician practices, dentists, chiropractors, nursing homes,

pharmacies
e Health Plans: Health insurance companies, HMOs, company health plans, Medicare, Medicaid
o Healthcare Clearinghouses: Entities that process health information from another entity

Business Associates

e |T service providers and MSPs serving healthcare

Cloud storage and hosting providers

Electronic health record (EHR) vendors

Medical billing companies

Attorneys, accountants, and consultants with PHI access

Medical device service organizations

Important: Even if you're a small practice with limited resources, you must comply with HIPAA if
you transmit any health information electronically. There is no exemption based on practice size.

The Five HIPAA Rules

Rule Purpose Key Requirements

Protects patient health Minimum necessary standard, patient rights,

Privacy Rule ) ) ) )
information disclosure tracking

. Protects electronic PHI . . . .
Security Rule Administrative, physical, and technical safeguards



Breach
Notification Rule

Enforcement Rule

Omnibus Rule

(ePHI)

Requires breach
notifications

Sets penalties for
violations

Strengthens privacy and
security

60-day notification to OCR and affected
individuals

Civil and criminal penalties up to $2 million per
violation type

Extended liability to business associates,
increased penalties



2. HIPAA Security Rule Safeguards

The HIPAA Security Rule requires implementation of three types of safequards to protect electronic PHI. All
54 implementation specifications must be addressed, though some are "addressable” rather than
"required.”

Administrative Safeguards (§164.308)

Security Management Process

[l

Conduct accurate and thorough security risk assessment (Required)

[l

Implement risk management procedures to reduce risks (Required)

[l

Apply appropriate sanctions against workforce members who violate policies (Required)

[l

Implement procedures to regularly review information system activity (Required)

Assigned Security Responsibility

[l

Designate a HIPAA Security Officer (Required)

[l

Document security officer responsibilities and authority



Workforce Security

[l

Implement authorization and/or supervision procedures (Addressable)

[

Establish workforce clearance procedures (Addressable)

[l

Define termination procedures for removing access (Addressable)

Information Access Management

[l

Isolate healthcare clearinghouse functions (Required if applicable)

[l

Implement access authorization procedures (Addressable)

[l

Establish access establishment and modification procedures (Addressable)

Physical Safeguards (§164.310)

Facility Access Controls

[l

Establish contingency operations for emergency access (Addressable)

[l

Create facility security plan with locks, cameras, alarms (Addressable)



[l

Define access control and validation procedures (Addressable)

[l

Maintain maintenance records for security systems (Addressable)

Workstation and Device Security

[l

Specify proper workstation use in policies (Required)

[l

Position workstations to prevent unauthorized viewing (Required)

[

Implement device and media controls (Required)

[l

Document disposal and media reuse procedures (Required)

Technical Safeguards (§164.312)

Access Controls

[l

Assign unique user identification to each user (Required)

[l

Establish automatic logoff procedures (Addressable)

[

Implement encryption and decryption for ePHI (Addressable)



Audit Controls

[l

Implement hardware, software, and procedural mechanisms for recording access (Required)

[l

Regularly review audit logs for unauthorized access

Integrity Controls

[l

Implement electronic mechanisms to verify ePHI integrity (Addressable)

[l

Ensure ePHI is not improperly altered or destroyed

Transmission Security

[l

Implement integrity controls for transmitted ePHI (Addressable)

[l

Encrypt ePHI during transmission (Addressable)



3. Risk Assessment Process

Requirement: HIPAA requires covered entities and business associates to conduct regular Security
Risk Assessments (SRA). This is not optional—it's the foundation of your entire compliance program
and the first thing OCR reviews during an audit.

Nine Essential Steps for Risk Assessment

Step 1: Define Assessment Scope

|dentify all systems, applications, and processes that create, receive, maintain, or transmit ePHI:

e Electronic Health Record (EHR) systems

e Practice management software

e Email systems handling patient information
e Medical devices connected to networks

e Mobile devices accessing ePHI

e Cloud storage and backup systems

e Telehealth platforms

e Patient portals

Step 2: Identify ePHI Locations

Location
Type

Examples Risk Considerations

File servers, database servers, email

Servers Physical security, access controls, encryption
servers
Workstations ~ Desktop computers, laptops Screen locks, disk encryption, antivirus
Mobile . :
Tablets, smartphones MDM policies, remote wipe, app controls

Devices



Cloud Office 365, Google Workspace, cloud , .
BAAs, data location, encryption

Services EHR

Medical Imaging equipment, monitors, loMT Network segmentation, patches, default

Devices devices passwords

Backup . . : ,

Medi External drives, tapes, cloud backups Encryption, offsite storage, retention
edia

Step 3: Identify Threats and Vulnerabilities

Common Healthcare Threats (2024)

e Ransomware: #1 threat to healthcare, affecting 1 in 3 hospitals

Phishing: 91% of breaches start with email attacks

Insider Threats: 58% involve internal actors (malicious or accidental)

Lost/Stolen Devices: Unencrypted devices cause major breaches

Third-Party Breaches: Business associate incidents increasing 55% annually

Legacy Systems: Outdated, unpatchable systems create vulnerabilities

Step 4: Assess Current Security Measures
Document and evaluate existing controls:
e Technical controls (firewalls, encryption, antivirus, IDS/IPS)
e Administrative controls (policies, training, access management)

e Physical controls (locks, cameras, alarm systems)

e Environmental controls (fire suppression, HVAC, flood protection)

Step 5: Determine Likelihood of Threat Occurrence

Likelihood Level Definition Probability

Very High Almost certain to occur within the year >90%

High Likely to occur within the year 60-90%



Medium May occur within the year 30-60%
Low Unlikely but possible within the year 10-30%

Very Low Highly unlikely to occur <10%

Step 6: Determine Potential Impact

Impact . . . .
Level Financial Impact Operational Impact Reputational Impact
eve

>$1M or practice Complete system failure >1
Critical $ P P y Loss of medical license

closure week

Media coverage, patient

High $500K - $1M Major disruption 3-7 days 9P

exodus

Significant disruption 1-3

Medium $100K - $500K Local reputation damage

days

Low $10K - $100K Minor disruption <1 day Individual complaints

Step 7: Calculate Risk Levels

Risk Level = Likelihood x Impact

Create a risk matrix plotting each identified risk based on likelihood and impact. Focus remediation

efforts on High/Critical risks first.

Step 8: Document Findings

Your risk assessment report must include:

e Executive summary with key findings
e Scope and methodology
e Asset inventory with ePHI mapping

e Threat and vulnerability identification



Current controls assessment

Risk scoring and prioritization

Recommended remediations with timelines

Appendices with supporting documentation

Step 9: Develop Risk Management Plan

For each identified risk, determine your response:

Mitigate: Implement controls to reduce risk

Transfer: Use insurance or outsourcing

Accept: Document acceptance of low risks

Avoid: Eliminate the risk source



4. Technical Implementation Guide

Encryption Requirements

Safe Harbor Rule: Properly encrypted ePHI that is lost or stolen is not considered a breach,

potentially saving hundreds of thousands in notification costs and penalties.

Encryption Standards

Data State Minimum Standard

Recommended Standard

Data at Rest AES-128

Data in
) TLS 1.2

Transit

Email TLS for transport
Transparent Data Encryption

Databases P yp
(TDE)

Mobile ) )

, Device encryption enabled
Devices

Access Control Implementation

User Authentication Requirements

[l

AES-256 with FIPS 140-2 validated encryption

TLS 1.3 with perfect forward secrecy

End-to-end encryption (S/MIME or PGP)

TDE + column-level encryption for sensitive fields

MDM with containerization and app-level
encryption

Unique username for each user (no shared accounts)

[l

Complex password requirements (14+ characters recommended)



[l

Multi-factor authentication (MFA) for all remote access

[l

Automatic screen lock after 10 minutes of inactivity

[l

Account lockout after 5 failed login attempts

[l

Password expiration every 90 days (if not using MFA)

Role-Based Access Control (RBAC)

Implement least privilege access based on job functions:

Role Typical Access Rights

Physician Full patient records, prescribing, orders
Patient records, documentation,

Nurse —
medications

Front Desk Demographics, scheduling, insurance

. Claims, payment info, limited clinical for
Billing coding

IT

. System administration, user management
Administrator

Network Security Architecture

Network Segmentation for Healthcare

Restrictions

Limited to assigned patients

Cannot modify diagnoses or
discharge

No clinical data access

Read-only clinical access

Audit all PHI access



Best Practice: Separate networks for different device types and data sensitivity levels:

e Clinical Network: EHR, clinical workstations

Medical Device Network: Imaging, monitoring equipment

Guest Network: Patient and visitor WiFi

Administrative Network: Business operations

loT Network: Smart devices, building systems

Firewall Configuration

e Deploy next-generation firewalls with IPS/IDS capabilities

e Implement default-deny rules (whitelist approach)

Enable deep packet inspection for healthcare protocols (HL7, DICOM)

Configure geo-blocking for countries without business need

Maintain separate DMZ for public-facing services

Log all firewall events to SIEM system

Audit Logging Requirements

Required Audit Events

[l

User login and logout (successful and failed)

[l

ePHI access (view, create, modify, delete)

[l

User account changes (creation, modification, deletion)

[l

Permission changes and privilege escalation

[l



System configuration changes

[l

Security events (malware detection, intrusion attempts)

[l

Data exports and printing of ePHI

Log Management Best Practices

e Centralize logs in a SIEM system

e Retain logs for minimum 6 years (some states require 7)
e Protect logs from tampering (write-once storage)

e Review logs weekly at minimum (daily recommended)

e Set up automated alerts for suspicious activities

e Regularly test log integrity and backup procedures



5. Administrative Requirements

Required Policies and Procedures

Documentation Required: OCR audits always review documentation. Missing or outdated policies
are among the most common violations.

Essential HIPAA Policies Checklist

[l

Information Security Policy (master document)

[l

Privacy Notice (Notice of Privacy Practices)

[l

Risk Assessment and Management Policy

[l

Incident Response and Breach Notification Policy

[

Business Associate Management Policy

[l

Workforce Training Policy

[l

Access Control and User Management Policy

[l

Password and Authentication Policy

1



Workforce Training Requirements

Initial Training (Required for all new employees)

L
Encryption and Data Protection Policy

[l

Mobile Device and BYOD Policy

[l

Email and Communications Policy

[l

Physical Security Policy

[l

Backup and Disaster Recovery Policy

[l

Media Disposal and Sanitation Policy

[l

Audit and Monitoring Policy

[l

Sanctions and Disciplinary Policy

HIPAA basics and why compliance matters

Patient rights under HIPAA

Minimum necessary standard

Proper handling of PHI (verbal, written, electronic)
Password security and account management

Recognizing and reporting security incidents

Email and phishing awareness



e Mobile device security
e Social media and PHI

e Consequences of violations

Annual Refresher Training Topics

e Policy updates and regulatory changes

Lessons learned from recent healthcare breaches

New threats and attack vectors

Security best practices reinforcement

Role-Specific Training

Role Additional Training Topics

Incident response procedures review

IT Staff Technical safeguards, system hardening, audit log review, forensics
Management Risk management, breach response, OCR investigations, sanctions
Clinical Staff EHR security features, clinical documentation requirements
Remote Workers Home office security, VPN usage, device protection

Training Documentation: Maintain records of all training including:

e Date and duration of training

e Topics covered and materials used

Attendee names and signatures

Test scores (recommend 80% passing grade)

Certificates of completion




6. Physical Security Measures

Facility Access Controls

Minimum Physical Security Requirements

[l

Locked doors to all areas containing ePHI

[l

Key card or biometric access to server rooms

[l

Visitor log and escort procedures

[l

Security cameras at entrances and sensitive areas

[l

Alarm systems for after-hours intrusion detection

[l

Cable locks for portable devices

[

Privacy screens for monitors in public areas

[l

Locked cabinets for paper records

[l

Clean desk policy enforcement



Workstation Security

Workstation Placement Guidelines

e Position monitors away from public view

Avoid placement near windows at ground level

Ensure adequate space for privacy during patient consultations

Install privacy filters on monitors in open areas

Secure workstations to desks in high-traffic areas

Workstation Security Controls

Control Requirement Implementation

Automatic Lock 10 minutes maximum Group policy or MDM enforcement
Password Screensaver Required Cannot be disabled by users

BIOS Password Recommended Prevents unauthorized boot

USB Port Control Restricted Whitelist approved devices only
Local Admin Rights Prohibited Standard user accounts only

Device and Media Controls

Media Disposal Requirements

Critical: Improper disposal of devices containing ePHI is a common cause of breaches. One hospital
was fined $1.2M for photocopiers with PHI on hard drives.

Media Type Disposal Method Documentation Required

Paper : o : - :
. Cross-cut shredding or incineration Certificate of destruction
Records



Hard Drives

SSDs/Flash

Optical Media

Mobile
Devices

NIST 800-88 purging or physical
destruction

Cryptographic erasure or physical
destruction

Physical shredding

Factory reset + verification or destruction

Serial numbers and destruction
certificate

Verification of encryption key deletion

Destruction log entry

IMEl/serial and reset confirmation



/. Breach Response Protocol

©® Time-Sensitive: HIPAA requires notification within 60 days of breach discovery. Late
notifications result in significant penalties starting at $100,000.

Breach Definition

A breach is the acquisition, access, use, or disclosure of PHI in violation of the Privacy Rule that
compromises the security or privacy of the PHI.

Exceptions (Not Breaches)

e Unintentional access by authorized workforce member within scope of authority
e |nadvertent disclosure between authorized persons at same facility
e Unauthorized person cannot reasonably retain the information

e Encrypted data meeting NIST standards (Safe Harbor)

Immediate Response Checklist (First 24 Hours)

Hour 1-2: Contain

[l

Isolate affected systems immediately

[

Disable compromised accounts

[l

Stop ongoing data exfiltration

[

Preserve evidence (do not delete logs)



O

Activate incident response team

Hour 2-8: Assess

[l

Determine what PHI was involved

[l

Identify affected individuals

[l

Document timeline of events

[l

Assess whether encryption was in place

[l

Begin risk assessment documentation

Hour 8-24: Respond

[l

Notify cyber insurance carrier

[l

Engage forensics team if needed

[l

Contact legal counsel

[l

Prepare initial management briefing



[l

Begin drafting notifications

Risk Assessment Factors

Determine breach probability and impact using these factors:

Factor Questions to Answer

Nature of PHI What types of identifiers and clinical information were exposed?
Unauthorized Person Who accessed the data? Do they have obligations to protect PHI?
Actual Access Was PHI actually viewed or just potentially accessible?

Mitigation Were steps taken to reduce risk (e.g., data recovered)?

Notification Requirements

Individual Notification (Within 60 days)

e Written notification by first-class mail
e Email if individual agreed to electronic communication
e Substitute notice if contact information unavailable

e Content must include:

o Description of what happened and when

[¢]

Types of PHI involved

[¢]

Steps individuals should take

[¢]

What organization is doing

[¢]

Contact information for questions

OCR Notification



Breach Size Timeline Method

<500 individuals Within 60 days of year end OCR breach portal (annual summary)

>500 individuals Within 60 days of discovery OCR breach portal (immediate)

Media Notification (=500 individuals)

e Prominent media outlet in affected area
e Within 60 days of discovery

e Press release with breach details



8. Business Associate Management

Business Associate Agreement Requirements

Liability Alert: Under the HIPAA Omnibus Rule, business associates are directly liable for
compliance. Both covered entities and BAs can face penalties for the same breach.

Required BAA Provisions

[l

Specify permitted and required uses of PHI

[l

Prohibit unauthorized use or disclosure

[l

Require appropriate safeguards

[l

Require breach notification to covered entity

[l

Ensure subcontractor agreements

[l

Provide right to audit compliance

[l

Establish termination procedures

[

Require return or destruction of PHI



Common Business Associates Requiring BAAs

Category Examples Key Risks

Access to all ePHI, ransomware

IT Services MSPs, cloud providers, backup services
exposure
Clinical Services  Transcription, imaging, lab services Large volumes of clinical data
Administrative Billing companies, collection agencies Financial and demographic PHI
Professional Attorneys, accountants, consultants Incidental access to PHI
Software EHR, practice management, patient ) .
System-wide access, vendor lock-in
Vendors portals

Vendor Risk Management

Due Diligence Checklist

e Review vendor's HIPAA compliance documentation

e Verify cyber insurance coverage (minimum $5M recommended)
e Check references from similar healthcare organizations

e Review SOC 2 Type Il or HITRUST certification

e Assess breach history and response

e Evaluate technical security controls

o Verify data center physical security

e Understand data location and sovereignty

e Review disaster recovery capabilities

e Assess financial stability

Cloud Service Warning: Not all cloud providers will sign BAAs. Never use consumer-grade services
(Dropbox Basic, Gmail, etc.) for PHI without proper BAAs.



9. Audit Preparation Checklist

OCR Audit Process Overview

OCR conducts audits through its audit protocol program. Being prepared can mean the difference
between a clean audit and significant penalties. Average penalty for unprepared organizations:
$1.7M

Pre-Audit Preparation (Do This Now)

Documentation Review

[l

Current risk assessment (within last 12 months)

[

All policies dated and version controlled

[

Training records for all staff

[

Business Associate Agreements (executed)

[l

Incident response logs

[l

Audit logs (6 years retention)

[l



Physical security documentation

[

Technical safeguard evidence

Common OCR Findings to Address

Finding How to Prevent

No risk assessment Conduct annual assessments using NIST methodology
Incomplete BAAs Audit all vendors quarterly, maintain BAA repository
No encryption Implement full-disk encryption on all devices

Poor access controls Regular access reviews, terminate immediately

No audit logs Enable logging on all systems, centralize in SIEM

Inadequate training Annual training with testing and documentation
Missing policies Use HIPAA policy templates, review annually

Delayed breach notification Clear incident response plan with timelines

During the Audit

Do's
e Designate a single point of contact
e  Respond promptly to all requests
e Be honest about gaps and remediation plans
e  Provide exactly what is requested
e  Keep copies of everything submitted

e Have legal counsel available



Don'ts

e Don't volunteer extra information

e Don't make changes during the audit
e Don't argue with auditors

e Don't hide problems

e Don't miss deadlines

e Don't allow unsupervised system access



10. Resources & Tools

Helpful Resources

Government Resources

e HHS Office for Civil Rights: hhs.gov/hipaa

e NIST HIPAA Security Guidance: nist.gov/healthcare
e OCR Breach Portal: ocrportal.hhs.gov

e HHS 405(d) Program: 405d.hhs.gov

e CMS Security Resources: cms.gov/security

Risk Assessment Tools

e SRA Tool: healthit.gov/sra (Free from ONC)
o NIST Cybersecurity Framework: nist.gov/cyberframework

e HIMSS Cybersecurity Resources: himss.org/cybersecurity

Training Resources

e HHS Free Training Materials
e SANS Healthcare Security Training
e HIMSS Privacy & Security Training

e (ISC)? Healthcare Security Certification

Security Control Quick Reference

Control Category Minimum Requirement Best Practice

Password Length 8 characters 14+ characters or passphrase

MFA Remote access All PHI access



Encryption Laptops and removable media All devices and databases

Patching Quarterly Monthly with critical within 48hrs
Backups Weekly with offsite copy Daily with immutable storage

Risk Assessments Initially and with changes Annual with quarterly reviews
Training At hire Annual with monthly reminders

Log Review Periodic Daily automated with weekly manual

Compliance Calendar

Frequency Activity

Daily Review audit logs, backup verification

Weekly Vulnerability scans, incident review

Monthly Patch management, access reviews, security metrics

Business associate reviews, policy updates, tabletop
Quarterly .
exercises

Semi-Annual . : : .
Penetration testing, disaster recovery testing

Annual Risk assessment, training, policy review, mock OCR audit

Responsible Party

IT Security
Security Officer

IT Manager

Compliance Officer

Security Officer

Privacy/Security
Officers



Contact ITECS Today:

Phone: (214) 444-7884
Email: compliance@itecsonline.com
Web: itecsonline.com/healthcare



Appendices

Appendix A: HIPAA Penalty Structure

Violation Category Minimum Penalty Maximum Penalty
Unknowing violation $100 per violation $50,000 per violation
Reasonable cause $1,000 per violation $50,000 per violation
Willful neglect (corrected) $10,000 per violation $250,000 per violation
Willful neglect (not corrected) $50,000 per violation $1,500,000 per violation

Annual Maximum: $1,500,000 per violation type per year. Criminal penalties can include up to 10
years imprisonment for violations involving intent to sell PHI.

Appendix B: Sample Risk Assessment Matrix

Risk Item Likelihood Impact Risk Level Mitigation

Ransomware attack High Critical Critical EDR, backups, training
Phishing success Medium High High Email filtering, training, MFA
Lost laptop Medium Medium Medium Encryption, remote wipe
Insider threat Low High Medium Access controls, monitoring
Physical breach Low Medium Low Cameras, locks, alarms

Appendix C: Incident Response Contact List



Internal Contacts

Role Name Phone Email
Privacy Officer

Security Officer

IT Manager

CEO/Administrator

External Contacts

Service Company Phone Account #

IT Support/MSP ITECS (214) 444-7884
Legal Counsel

Cyber Insurance

Forensics Team

PR/Communications

Appendix D: Encryption Checklist

Devices & Systems Requiring Encryption

[l



All laptops (BitLocker/FileVault)

[l

Desktop computers with PHI access

[l

Servers (physical and virtual)

[l

Mobile devices (phones, tablets)

[l

USB drives and external media

[l

Backup tapes and drives

[

Email systems (TLS minimum)

[

Databases (TDE enabled)

[l

Cloud storage (at-rest encryption)

[l

File transfers (SFTP/HTTPS)

Appendix E: Quick Reference - Key HIPAA Dates & Deadlines

Requirement Timeline Notes

Breach notification to :
o 60 days From discovery of breach
individuals



Breach notification to OCR 60 days after year .
Annual summary submission

(<500) end
Breach notification to OCR . . .
60 days Immediate reporting required
(>500)
Media notification (>500) 60 days Prominent media outlet
Upon patient request (90 day extension
Accounting of disclosures 60 days PO P q ( y
allowed)
Patient record access 30 days One 30-day extension allowed
PHI amendment response 60 days One 30-day extension allowed
Training documentation .
. 6 years From training date
retention
Policy retention 6 years From when superseded
Risk assessment retention 6 years From assessment date

ITECS Healthcare IT Services
500 N. Central Expy Suite 455, Plano, TX 75074
Phone: (214) 444-7884 | Email: compliance@itecsonline.com

© 2024 ITECS. All rights reserved.

Disclaimer: This guide provides general HIPAA compliance information and should not be considered legal advice. Consult with qualified
legal counsel and compliance experts for your specific situation.



