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EXECUTIVE SUMMARY

Why This Playbook Exists

Manufacturing has crossed a threshold. The line between operational technology (OT) and
information technology (IT) is now thin, porous, and constantly exploited. Downtime is no longer just
mechanical. A phishing email, a vendor VPN, or a misconfigured cloud backup can halt production
across multiple sites.

This playbook provides an urgent, technical, and actionable roadmap for manufacturing leaders
responsible for uptime, safety, and contract performance. We focus on the real world: legacy PLCs,
mixed vendor access, tight maintenance windows, and compliance frameworks like CMMC 2.0 and
IEC 62443.

We also address the data opportunity already embedded in your plant—sensors, historians, and
machine logs that can power predictive maintenance and reduce unplanned outages by up to 50%.

Core message: IT and OT can no longer be managed separately.
The companies that win in 2026 will secure the convergence and
weaponize compliance as a competitive advantage.

Who This Playbook Is For

Plant Managers responsible for uptime and safety

COOs and Operations Directors accountable for production targets

IT/OT leaders navigating the convergence challenge

Manufacturing executives preparing for CMMC 2.0 or IEC 62443 audits
Defense Industrial Base (DIB) suppliers requiring cybersecurity compliance
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SECTION 1

The New Industrial Reality: Why IT Outages Stop Production
Lines

Downtime is no longer just mechanical. IT outages now cascade into production losses because the
systems that schedule, monitor, and control the line are connected to enterprise networks. A
ransomware infection on an HR workstation can disable file shares used by production planning. A
compromised vendor laptop can ride a trusted VPN into a PLC network. The line stops not because
a machine failed, but because the business network did.

Manufacturing leaders must treat technology reliability as a first-order production variable. Most
plant managers already track scrap, safety, and throughput. The missing dashboard item is cyber-
driven downtime risk. That gap is now measurable—and preventable.

Calculating the True Cost of Downtime

Technology failures cost manufacturers thousands per hour. Use this formula to quantify your
exposure and build a business case for investment:

Cost of Downtime = (Lost Output per Hour + Overtime + Scrap/Waste + Contract
Penalties + Expedite Costs) x Hours of Downtime

Fill in your plant-specific values to create a downtime cost baseline for board-level discussions.
Most manufacturing facilities find that just 4-8 hours of unplanned downtime per year can justify
comprehensive IT/OT security investments.

The North Texas Manufacturing Landscape

Dallas—Fort Worth manufacturing faces unique operational pressures that influence IT/OT strategy:

+ DFW Power Grid Resilience: Weather volatility means production planners must assume
outages. Backup power, failover design, and resilient OT networks are now core
requirements—not optional.

* Inland Port Logistics: High-velocity logistics depend on uptime for WMS, scanners, and
dock systems. If IT goes down, outbound and inbound throughput stalls immediately,
creating cascading delays.

* Regional Compliance Pressure: Defense and aerospace supply chains in North Texas
increasingly require evidence of CMMC 2.0 readiness. Without certification, contracts move
elsewhere.
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SECTION 2

The IT/OT Security Gap: How Modern Attacks Breach
Manufacturing

The air gap is dead. Machines are connected—sometimes indirectly, sometimes unofficially—
through vendor support tunnels, loT sensors, wireless gateways, and USB media. The assumption
that "it's not on the internet” is now a liability that puts your entire operation at risk.

How the Gap Is Breached

Modern attack vectors target the weakest points in your infrastructure:

* Vendor laptops authenticate to OT networks through VPNSs that rarely log or restrict access
+ Remote HMIs and PLCs are exposed through convenience port-forwarding without proper

authentication

+ USB drives are used for patches and recipes with no inspection, logging, or malware
scanning

+ Shadow Wi-Fi bridges connect shop floor devices to office networks, bypassing all security
controls

The Modern Solution: Segmentation + Zero-Trust

OT Network Segmentation Zero-Trust Architecture

Separate OT zones by function and risk. Assume breach, verify every access request.
PLCs, HMIs, historians, and engineering Identity, device posture, and least-privilege
workstations should not share flat networks. access must apply to OT the same way it
Segmentation limits blast radius and creates does to enterprise IT. Trust nothing by
enforceable policy boundaries. default.

Before vs. After: Network Architecture Comparison

BEFORE: Flat, Unsegmented AFTER: Segmented, Controlled

+ Single VLAN for PLCs, HMIs, » Separated production, safety, and
engineering workstations engineering zones

* Vendor VPNs terminate inside plant » Time-boxed vendor access with MFA
network * Monitored gateways between zones

* No visibility into lateral movement
* One breach = total compromise

Breach contained to single zone

Shop Floor Exposure Checklist
Answer these questions honestly. Each "yes" represents a significant vulnerability:

Do vendors have persistent remote access that is not time-boxed or logged?
Can any office workstation reach PLCs directly?

Is USB media used without scanning or approval?

Are loT sensors on the same VLAN as critical OT assets?

Is MFA enforced for all remote access—including vendors?

Have you conducted a network penetration test in the last 12 months?

Ooooooad
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The Hidden Risk of Shadow IT on the Shop Floor

Production teams are measured on uptime. When IT is slow, the line finds a workaround. That's
how shadow IT is born: personal USB drives for patches, 4G hotspots for quick connectivity, and
unapproved remote tools used to keep equipment online.

These shortcuts are well-intentioned but dangerous. They bypass security controls, create unknown
exposure, and often go undocumented—which becomes a compliance risk during audits.

ITECS Approach: We don't punish workarounds—we remove the need for them. Secure
access should be faster and easier than the workaround. That's how you reduce risk without
slowing production.
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SECTION 3

Compliance as a Competitive Weapon

Compliance isn't paperwork—it's a way to win contracts. Customers and primes are demanding
provable security controls. Manufacturers who can show compliance maturity get preferred status
and faster procurement cycles.

CMMC 2.0: The Gating Requirement for Defense Suppliers

CMMC 2.0 (Cybersecurity Maturity Model Certification) is now the gating requirement for defense
supply chains. Level 2 requires demonstrated NIST 800-171 practices. Without evidence and
control mapping, defense contracts move elsewhere.

! CMMC 2.0 RED ALERT: If you supply the Defense Industrial Base (DIB), your IT security
is now a contract requirement. ITECS can get you "Assessment Ready" in 90 days.

IEC 62443: The Global Industrial Security Standard

IEC 62443 is the global standard for securing industrial automation and control systems. It provides
a framework for segmentation, risk analysis, and vendor accountability—exactly what auditors want
to see. Adoption demonstrates maturity to customers and partners.

Pre-Audit Readiness Checklist

Ensure you have the following before any compliance audit:

Asset inventory for all IT and OT systems, including firmware versions
Formalized access control policy for vendors, contractors, and maintenance
Documented backup and recovery procedures for critical OT systems
Incident response playbook with plant-level roles defined

Evidence of vulnerability scanning and remediation tracking

Change management records for production systems

Security awareness training records for all personnel

OoooooOood

© 2025 ITECS Outsourcing, LLC | Page 6 of 15



ITECS | 2026 Manufacturing Technology Playbook
SECTION 4

The Legacy Equipment Dilemma: Securing What You Can't
Replace

Every plant has it: a PLC, HMI, or SCADA system that cannot be patched because it is tied to an
aging OS, custom drivers, or proprietary protocols. This is not negligence—it's reality. These
systems often run critical processes and represent significant capital investments.

ITECS Strategy: Protect Without Breaking

* Protocol Translation: Wrap older protocols with secure gateways that inspect and
normalize traffic before it reaches critical control systems.

+ Secure Enclaves: Isolate legacy assets behind micro-segmented zones with strict
ingress/egress policies.

+ Compensating Controls: Where patches are impossible, enforce monitoring, behavior
analytics, and strict access logs.

* Network Monitoring: Deploy OT-aware intrusion detection to identify anomalous behavior
patterns.

Key Principle: Legacy systems can be secured without replacement if segmentation and
access controls are engineered correctly.
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SECTION 5

Manufacturing Data: From Noise to Signal

Your plant is already a data factory. The question is whether that data is converted into actionable
insights or left as unstructured noise. Most manufacturing environments already generate the
telemetry required for predictive maintenance, but it remains unused or siloed.

Use Case: Predictive Maintenance

Predictive maintenance uses sensor telemetry, vibration data, and historian logs to identify failure
patterns before they stop the line. The ROl is measurable: fewer emergency shutdowns, optimized
maintenance schedules, and reduced spare-parts waste.

Practical Starting Point: Choose one critical machine line, capture telemetry for 90 days,
and build a failure baseline. Then expand systematically.

ERP/WMS Integrations That Matter

Whether you run Epicor on-prem or NetSuite in the cloud, ITECS ensures your shop-floor data stays
synchronized, low-latency, and reliable. We also support SAP Business One and Fishbowl so
production metrics, inventory, and work orders stay aligned across your entire operation.
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SECTION 6

Generic MSP vs. Manufacturing-Specialized MSP

You wouldn't hire a residential plumber to fix an oil refinery. Manufacturing requires specialized IT
that understands OT systems, compliance frameworks, and operational risk. The difference
between generic IT support and manufacturing-specialized support can mean the difference
between 99.9% uptime and costly production stoppages.

| Capability | Generic MSP_____ ITECS Manufacturing MSP |

Password resets & desktop Yes Yes + production-critical

support escalation

OT/SCADA troubleshooting Rarely Core competency

PLC/ICS security Not typically Designed for industrial
control

Compliance knowledge General IT frameworks CMMC 2.0, IEC 62443, NIST

Manufacturing data analytics  Limited Predictive maintenance &
KPI

Vendor access governance Ad-hoc Time-boxed, logged,
audited

24/7 SOC monitoring Optional add-on Included with Sophos MDR

Generic MSPs keep offices running. Specialized MSPs keep
factories running.
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Manufacturing Tech Health Scorecard

Use this quick self-audit to determine where your plant stands today. Print it, mark it up, and bring it

into your next leadership meeting.

___Red
Up-to-date asset inventory of all PLCs and No inventory
shop-floor devices?
OT network physically segmented from Flat network
HR/Finance?
Tested backup recovery speed in last 90 Never tested
days?
Vendor access sessions time-boxed and Open access
logged?
MFA enforced for all OT-adjacent remote No MFA
access?

Partial
Some
Annually
Some logging

Partial MFA
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SECTION 7

Take Action: Schedule Your Manufacturing Technology
Assessment

ITECS offers a comprehensive Manufacturing Technology Assessment that includes an IT/OT
Vulnerability Scan and a Compliance Gap Analysis. This is not a sales demo—it's a structured
technical review designed to identify immediate risks and long-term opportunities.

Assessment Includes:

IT/OT network mapping and segmentation review

Legacy system risk assessment with compensating control strategy
Vendor access audit and MFA enforcement plan

CMMC 2.0/ IEC 62443 readiness review with evidence mapping
Data pipeline assessment for predictive maintenance opportunities
Executive summary with prioritized remediation roadmap

Schedule your Manufacturing Technology Assessment with ITECS to identify

immediate risks and unlock production resilience.

Contact: bdesmot@itecsonline.com | itecsonline.com
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APPENDIX A

90-Day IT/OT Stabilization Roadmap

This roadmap prioritizes risk reduction while keeping production continuity intact. Adjust timelines
based on your specific environment and resource availability.

1. Weeks 1-2: Discovery & Inventory
Asset discovery, network diagram updates, and vendor access inventory. Document all
connected systems and their interdependencies.

2. Weeks 3-4: Segmentation & Access Control
Implement segmented OT zones and lock down remote access. Deploy MFA for all external
connections.

3. Weeks 5-8: Monitoring & Detection
Deploy monitoring, log aggregation, and alerting for OT anomalies. Establish baseline
behavior patterns.

4. Weeks 9-12: Validation & Documentation
Run tabletop incident response exercises and finalize compliance evidence. Test backup
recovery procedures.
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APPENDIX B

Glossary: Plain-Language Definitions

OT (Operational Technology): Systems that control physical processes—PLCs, SCADA, HMIs,
and industrial automation equipment.

IT (Information Technology): Business systems like email, ERP, file servers, and standard office
computing infrastructure.

Zero-Trust: A security model that verifies every user and device, every time, regardless of network
location.

Segmentation: Dividing networks into isolated zones so breaches don't spread laterally to other
systems.

IEC 62443: The global security standard for industrial automation and control systems.

CMMC 2.0: Cybersecurity Maturity Model Certification—the defense compliance framework built on
NIST 800-171 controls.

PLC (Programmable Logic Controller): Industrial computers that control manufacturing processes
and equipment.

SCADA: Supervisory Control and Data Acquisition—systems that monitor and control industrial
processes.

HMI (Human-Machine Interface): Operator panels and screens used to interact with industrial
control systems.

MFA (Multi-Factor Authentication): Requiring two or more verification methods to access
systems—something you know, have, or are.

MDR (Managed Detection and Response): 24/7 security monitoring and threat response provided
by a specialized security team.
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APPENDIX C

Policy Snapshot: Vendor Access Rules

Use the following guardrails to protect your OT environment without blocking critical vendor support:

* Vendor access is time-boxed and approved per session

* MFA is mandatory for all remote sessions

* Access is restricted to named systems only (no broad network access)
+ All sessions are logged and stored for audit review

+ USB or removable media usage is inspected and documented

* Vendor credentials are unique and not shared across personnel

* Access is revoked immediately upon project completion

ITECS can help implement these policies with tooling and enforcement so they become
routine operations, not manual exceptions.
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APPENDIX D

Manufacturing Technology Readiness Scorecard

Use this scorecard in quarterly leadership reviews to track progress toward security and operational
maturity.

Asset inventory coverage % 100%

Vendor access MFA Yes / No Yes

OT segmentation None / Partial / Full Full

Backup recovery time ______hours Under 4 hours

Incident response drills Quarterly / Annual / Quarterly

None

Security awareness training Yes / No Yes

Compliance certification status None / In Progress / Certified
Certified

Ready to bridge your IT-OT gap?

Schedule your complimentary Manufacturing Technology Assessment today.

ITECS Outsourcing, LLC | Dallas-Fort Worth
bdesmot@itecsonline.com | itecsonline.com
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